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EUS and Database 
Authentication Methods 

The following article presents the three options that can be used for authenticating 
enterprise users across your database farm with a single set of credentials per user. 
The three methods discussed include Active Directory (AD) passwords, Kerberos and 
SSL / TLS. AD Passwords require a simple integration that bypasses common 
concerns. Kerberos relies on central source authentication. SSL / TLS is key-pair and 
certificate based.  
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There are three options for authenticating 
enterprise users across your database farm 
with a single set of credentials per user. The 
choice of authentication method is based upon 
your organization's particular circumstances. 
Whichever choice is made, Enterprise User 
Security (EUS ) can provide considerable 
value to the organization in terms of leveraging 
Active Directory (AD) or other enterprise LDAP 
resource for individual user access across 
their database farm.  
 
This article is directed to companies that use 
AD as their enterprise use system of record. 
The details that follow are for the simplest 
case. If you are interested in employing 
another LDAP resource for this purpose, or 
wish to interface with a different password 
change process, please let us know so we can 
provide you with the details that apply. 

AD Passwords 

Most organizations that implement Oracle 
Database EUS want users to authenticate to 
databases with their AD passwords. Password 
authentication provides the simplest 
integration with AD identity information, as it 
bypasses concerns about client management 
and tool compatibility associated with other 
methods; however, it does require two minor 
modifications to the AD domain configuration: 

1. An attribute must be added to the user 
schema to store a special hash of the 
user password, as the AD password-
hashing algorithm is proprietary. Since 
the Oracle  
 
 
 
 
 
 

 
 

database does not have access to this 
algorithm, it cannot generate a hash of 
the user-entered password for matching 
against the AD-hashed password. 

 
2. A DLL registered with AD must be 

added to the AD domain configuration 
invoked at password change. By 
means of this DLL, password change 
is captured and stored in the new 
attribute as a hashed password, which 
Oracle is able to match against. 
 
The hashing algorithm utilized by this 
DLL must be compatible with the 
lowest database version registered 
with EUS. If any EUS-
registered databases are version 10 
or below, the MD5 hashing algorithm 
must be used. For 11g databases, a 
SSHA (salted SHA-1) hashing 
algorithm can be used. The 11g hash 
will work for 12c databases as well; 
the new 12c SHA512-based hash is 
not yet supported with the DLL. 

Once these changes are made to the AD 
domains involved in EUS authentication, any 
user who authenticates to an EUS-
registered database will need to change their 
password so that the new attribute (defined in 
#1 above) is populated. 

With those simple changes, password-
based authentication via EUS will work from 
that point forward, as long as the database is 
registered with a supported Oracle directory 
product (configured for EUS and the AD proxy) 
and the user is authorized for access. The 
beauty of this approach is that it requires no 
special management of client and database 
platforms. 
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Kerberos 

Kerberos assumes distributed clients and 
servers have authenticated to a central source 
and it can rely on that to authenticate one 
another. AD is enabled “out of the box” to 
serve as Kerberos Key Distribution Centre 
(KDC). To utilize this for database 
authentication: 

• Each database must be provided with 
an AD service account and be 
configured as a Kerberos resource. 

• Each user client platform must be 
configured with the Kerberos stack. 

• Users at each client must authenticate 
to AD before they attempt to 
authenticate to the database (this can 
be as simple as a Windows login).  

Kerberos adds a moderate amount of 
complexity associated with additional 
configuration measures required at the 
database and client platforms. Also, any tools 
that the user needs to login to the database on 
the client platform must be Kerberos-
compatible. 

SSL / TLS 

SSL-based authentication does not utilize AD 
for authentication. It requires key- 

 

 

 

 

 

pairs and certificates to be configured and 
managed at both client and database: 

• Clients must be configured with Oracle 
Net Services (e.g. the Oracle client 
software). 

• A certificate authority is needed to 
generate certificates. 

• Certificates for clients and servers 
must be maintained in Oracle wallets. 

SSL involves a relatively high level of 
configuration complexity, especially at each 
client (which must have the Oracle client stack 
and certificates generated per user). It also 
has the most restrictive limitations for client 
compatibility. 

Further Considerations 

EUS and the database can support a 
combination of these authentication methods. 
If you have a situation where some client 
platforms are best served by Kerberos 
authentication, but other client platforms work 
better with password authentication, 
supporting both simultaneously is an option. 

Hub City Media is experienced and equipped 
to implement any of these approaches. Our 
caveats concerning Kerberos and SSL / TLS 
are based upon the frequency of cases where 
clients lacked the necessary infrastructure 
preliminaries and/or underestimated the 
impact of tradeoffs.  
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